ETHICALHACKING ATTACK PHASES WORKSHOP

WHO SHOULD ATTEND?

IT Admins who are interested in cybersecurity,
Ethical Hackers, Pen Testers.

WORKSHOP OVERVIEW

Ethical hacking attack phases:

In this workshop you will learn system hacking,
following this you will learn how to hack and
assess web applications. Once you have practic-
es these hacks, you will learn attacks that target
wireless devices as well as mobile devices. You
will be introduced to techniques to identify the
attack surface and then the vectors for attack
depending on the device(s) encountered.

Session One: System Hacking

* Overview of CEH Hacking Methodology

® Understanding Techniques to Gain Access to
the System

¢ Understanding Privilege Escalation Techniques

* Understanding Techniques to Create and Maintain
Remote Access to the System

* Overview of Different Types of Rootkits

* Overview of Steganography and Steganalysis
Techniques

® Understanding Techniques to Hide the Evidence

of Compromise

* Overview of System Hacking Penetration Testing
- LAB: System Hacking

Session Two: Hacking Web Applications

e Understanding Web Application Threats
e Understanding Web Application Hacking
Methodology
* Web Application Hacking Tools
e Web Application Security Tools
® Overview of Web Application Penetration
Testing
- LAB: Web Applications

Session Three: Hacking Wireless Networks

® Understanding Wireless Encryption
Algorithms

e Understanding Wireless Threats

® Understanding Wireless Hacking
Methodology

¢ Wireless Hacking Tools

¢ Understanding Bluetooth Hacking
Techniques

e Wireless Security Tools

e Overview of Wireless Penetration Testing

- LAB: Hacking Wireless Networks

Session Four: Hacking Mobile Platforms

* Understanding Mobile Platform Attack Vectors
* Understanding various Android Threats and
Attacks
® Understanding various iOS Threats and Attacks
* Mobile Security Guidelines and Security Tools
* Overview of Mobile Penetration Testing
- LAB: Hacking Mobile Networks




